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Barracuda  
Cloud-to-Cloud Backup
Easy-to-use, cloud native backup for your 
Microsoft Office 365 data

Microsoft recommends you use third-party backup for your Office 365 data. 

A good backup with quick recovery is critical after a ransomware attack or 

accidental deletion. Restoring sites, entire folders, or mailboxes can be a 

tedious, manual process—and if the data you need is mission-critical, that 

means costly downtime you can’t afford. 

Barracuda Cloud-to-Cloud Backup is an easy-to-use cloud native solution 

that provides comprehensive, cost-effective, scalable backup and recovery 

for your Microsoft Office 365 data, including Teams, Exchange Online, 

SharePoint, and OneDrive.

Easy to use

A newly redesigned, globally accessible 
user interface makes it fast and easy to 
find and recover data. Very fast search 
and filter options make restoring data 
back to your organization as easy as 
possible. And you can go from sign-up to 
running your first backup in five minutes. 
Complete visibility and reporting of 
source backup status, health monitoring, 
and storage statistics make it easy to 
understand backup status, while the audit 
log and email alerts keep you informed 
about the details of every action.

Flexible, comprehensive Office 
365 support

Barracuda Cloud-to-Cloud Backup gives 
you the flexibility to restore Teams,  
Exchange, SharePoint and OneDrive 
data either fully or with highly granular 
detail. Full SharePoint support means 
you can backup and restore everything 
in SharePoint, including different site 
templates, custom lists, permissions, 
and metadata.

Cloud native backup

Cloud-to-Cloud Backup is a SaaS 
solution. There’s no software or 
hardware for you to manage. Because 
your Office 365 data is already in 
the cloud, retaining your encrypted 
backup files in the network means 
better performance and instant 
scalability. With three external copies 
of your backup files for redundancy 
and security, backing up to the cloud 
just makes sense. And you can sign 
up and start running your first backup 
in just five minutes.
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Key Features
Phishing and Impersonation Protection

• Direct connectivity to Office 365
• Fast, easy setup (less than 5 minutes)
• Stops spear-phishing attacks, business email 

compromise (BEC), extortion, and other socially 
engineered attacks

• Artificial intelligence to detect and stop email 
attacks in real time 

• Detects and alerts account takeover activity
• Notifies external users and deletes 

compromised email
• Blocks attackers’ access to compromised account
• Provides visibility into inbox rule changes and 

suspicious sign-ins
• Threat environment analytics and reporting

Incident Response

• Outlook add-in and one-click threat reporting
• Security incident alerts
• Geographical insights
• Community-sourced threat data
• Recipient and behavior data
• Removes emails from user mailboxes
• Sets inbound email policies
• Blocks access to malicious web content
• Automatic remediation of malicious content
• Continuous remediation
• Automated workflow builder
• API integration for SOAR/SIEM/XDR platforms

Cloud-to-Cloud Backup

• Backup and recovery for Office 365: 
Exchange Online, SharePoint Online, 
OneDrive, and Teams for Business.

• Granular scheduling and restores
• Automated or manual backups
• Multi-selection restores
• Granular recovery of SharePoint items
• Restore back to Exchange Online or OneDrive for 

Business, or download files locally

Email Gateway Defense

• Cloud-based protection against spam, malware, 
viruses, phishing, and other email-borne threats

• Advanced Threat Protection using full-system 
emulation sandbox

• Agentless email encryption and data loss prevention
• Link and typo-squatting protection
• Email continuity with failover to cloud-based 

email service
• Emergency mailbox to send, receive, read, and 

respond to email

Cloud Archiving

• Archive directly from Office 365 to cloud-
based archive

• PST management for legacy email
• Granular retention policies
• Full text search with multiple operators

Security Awareness Training

• Threat simulation for email, SMS, voice, and 
physical media

• Real-world threat templates
• Security education and Microlearning videos
• Quizzes and risk assessment surveys
• Collects over 16,000 data points
• Detailed trend analytics
• Customizable reports and dashboards

Domain Fraud Protection

• DMARC authentication, reporting, and analysis
• Prevent domain spoofing and brand hijacking

DNS Filtering

• Protects against web-based threats 
• Web content filtering 
• Web filtering logs
• Administrative reports
• Automatic alerts

Data Inspector

• Scans OneDrive and SharePoint for sensitive 
information and malicious files 

• Malicious file identification
• Data classification settings
• Automated email notifications for admins, 

compliance officers, and users
• Role-based access control 
• Advanced encryption capabilities

CAPABILITIES ADVANCED PREMIUM PREMIUM PLUS

Spam and Malware Protection ✓ ✓ ✓

Attachment Protection ✓ ✓ ✓

Link Protection ✓ ✓ ✓

Email Continuity ✓ ✓ ✓

Email Encryption ✓ ✓ ✓

Data Loss Prevention ✓ ✓ ✓

Phishing and Impersonation Protection ✓ ✓ ✓

Account Takeover Protection ✓ ✓ ✓

Automatic Remediation ✓ ✓ ✓

Domain Fraud Protection ✓ ✓

DNS Filtering ✓ ✓

Threat Hunting and Response ✓ ✓

Automated Workflows ✓ ✓

SIEM/SOAR/XDR Integration ✓ ✓

Cloud Archiving ✓

Cloud-to-Cloud Backup ✓

Data Inspector ✓

Attack Simulation ✓

Security Awareness Training ✓

Barracuda Email Protection is available in three plans. Find the plan that’s right for you.
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Barracuda 
CloudGen Access
Zero Trust Network Access made easy

Remote work is here to stay, cloud migrations are accelerating, and secure 

access is critical. Enterprises need Zero Trust Network Access (ZTNA) to verify 

every access attempt to data and resources.  

Barracuda CloudGen Access is an innovative ZTNA solution that provides secure 

access to applications and workloads from any device and location. CloudGen 

Access continuously verifies that only the right person, with the right device, and 

the right permissions can access company data or apps, or any infrastructure.

Zero Trust conditional and 
contextual access

Ensure conditional, temporal, and 
contextual access. Secure your team’s 
devices and reduce your attack surface 
by allowing the right user to access the 
right corporate resources. Reduce breach 
risk while improving remote access 
performance and employee productivity.

Barracuda CloudGen Access grants least 
privileged access to authorized apps 
without exposing your private network. 
We help enforce granular policy controls 
and only route your data through your 
infrastructure. Not ours.

Quick to deploy, easy to use, and 
simple to manage

Easily on-board your teams to ensure 
secure access to apps, web, and 
workloads. Set and manage global 
access control policies across public, 
private, and hybrid environments with 
the CloudGen Access policy engine.

Gain valuable insights and full visibility 
into your enterprise resource access 
flows and, thereby, mitigate security 
and compliance risks. Create a clear 
system of record, delivering reports of 
system access across the organization. 
Manage, track, and verify the who, what, 
and when of privileged access in one 
product.

Fast and secure remote access 
to corporate resources

ZTNA is a modern access solution 
enhancing the functionality of legacy VPN. 
Barracuda CloudGen Access streamlines 
access to corporate applications for 
employees, contractors, and partners 
with unmatched speed. Ensure superior 
data security and maintain user privacy 
compared to VPN or MDM solutions.

For DevOps teams, Barracuda CloudGen 
Access provides authorization, plus 
access to workloads and workflow 
management for multi-cloud or hybrid IT 
environments.
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Features

Ease of use

• Flexible full or granular restore of Teams, 
Exchange, SharePoint and OneDrive

• Easy to deploy, manage, and use 
 - Easy per user licensing  
 - Sign up to running first backup in five minutes

• Customizable backup selection using Azure 
AD groups

• Intuitive UI
• Fast and easy to find and recover data
• Point-in-time recovery
• Scheduled or on-demand backup 
• Five levels of role-based access control—you 

decide who can back up, restore, or view data
• Barracuda Cloud storage is SSAE Type II certified 
• Multi-factor authentication
• Available in Japanese, French, Italian, German, 

Spanish, and English localized versions

Flexible recovery

• Protect Teams, Exchange Online, SharePoint Online 
and OneDrive for Business

• Unlimited storage and retention—retain all your data 
for as long as you need

• Flexible Recovery
 - Restore email to another user
 - File-revision recovery—recover specific file 
revisions as needed

• Full SharePoint support 
 - Back-up and restore everything in SharePoint, 
from all different site templates, permissions, 
custom lists, and metadata. 

 - Restore SharePoint libraries, lists, and documents 
to other SharePoint sites

• Back-up and restore archive mailboxes 
• Backup and restore OneNote in OneDrive
• Granular reporting 

 - Granular, item-level reporting for backups 
and restores

 - Audit-log reporting for all actions across 
your account

 - Configurable email notification—monitor your 
account through customizable email reports

Cloud native 

• Full Software-as-a-Service solution—no hardware or 
software to manage

• Instant scalability 
• Sign-up to running first backup in five minutes
• Storage locations available worldwide
• User data is encrypted in transit (TLS) and at rest 

using industry standard AES 256* encryption
• Retains three external copies of backed up data


