
2023 AMD PRO TECHNOLOGIES FOR RYZEN™ PRO
BUILT FOR THE MODERN BUSINESS

AMD PRO security provides a modern, multilayered approach to security, helping to protect your sensitive 
data from today’s sophisticated attacks, avoid downtime, and reduce resource drain.

AMD PRO technologies deliver a complete set of features that are essential for the modern business. 
SMBs, enterprise businesses, IT admins, and general office workers can take advantage of cutting-edge 
security features, robust manageability tools, and enterprise-grade stability and reliability as part of AMD 
PRO technologies.

3 PILLARS OF AMD PRO TECHNOLOGIES

AMD PRO SECURITY
MOST MODERN, MULTILAYERED SECURITY 1

AMD PRO
SECURITY

AMD PRO
BUSINESS READY

AMD PRO
MANAGEABILITY

OEM System AMD and OS providers collaborate with OEMs to enable and 
complement their security features

AMD partners with OS providers like Microsoft to take OS security 
to the next level

Security features from AMD built right into the silicon design

OEM SYSTEM-LEVEL SECURITY

WINDOWS® 11 OS SECURITY

AMD Security Features
Partner Security Features

MICROSOFT PLUTON SECURITY3

AMD MEMORY GUARD2

AMD SECURE PROCESSOR
FIPS 140-3 Level 1 and Level 2* Certification

AMD “ZEN 3, ZEN 3+, ZEN 4” ARCHITECTURE

DATA
(User credentials, identities, personal data, and encryption keys)

OS

Hardware

WWIINNDDOOWWSS®® 1111 SSEECCUURRIITTYY
Secured-Core PC
Hardware Enforced Stack Protection

AAMMDD MMEEMMOORRYY GGUUAARRDD

MMIICCRROOSSOOFFTT PPLLUUTTOONN SSEECCUURRIITTYY
FIPS 140-3 Level 2 Certification*
AAMMDD SSEECCUURREE PPRROOCCEESSSSOORR

AMD Shadow Stack

YYOOUURR DDAATTAA

OOEEMM SSEECCUURRIITTYY FFEEAATTUURREESS
ThinkShield, SureStart, etc.

*FIPS 140-3 Level 2 certification under test



1. Most Modern Security’ is defined as AMD CPUs with Microsoft Secured-core PC - Modern Security technology enabled by the system manufacturer. Check with your system manufacturer prior to purchase. RMP-20
2. Full system memory encryption with AMD Memory Guard is included in AMD Ryzen™ PRO, AMD Ryzen™ Threadripper PRO, and AMD Athlon™ PRO processors. Requires OEM enablement. Check with the system manufacturer prior to purchase. GD-206.
3. Microsoft Pluton is a technology owned by Microsoft and licensed to AMD. Microsoft Pluton is a registered trademark of Microsoft Corporation in the United States and/or other countries. Learn more at
https://www.microsoft.com/security/blog/2020/11/17/meet-the-microsoft-pluton-processor-the-security-chip-designed-for-the-future-of-windows-pcs/. Microsoft Pluton security processor requires OEM enablement. Check with the OEM before purchase. AMD has not verified the third-party claim. GD-202. 
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Open-standard features for 
wired and wireless devices

Wireless support for 33 DASH 
profiles

Support for cloud-based
configuration technologies such 

as Windows Autopilot

Support for out-of-band and 
in-band manageability, such as 

Microsoft Endpoint Manager

FLEXIBILITY AND CHOICE WITH 
MULTI-VENDOR SUPPORT

Enables IT teams to access and assist a remote 
device inside or outside an organization’s 

network in real time

SIMPLIFIED MANAGEMENT
AT SCALE

SEAMLESS
DEPLOYMENT

AMD PRO MANAGEABILITY

AMD PRO BUSINESS READY

SIMPLIFY PC DEPLOYMENT AND MANAGEMENT

BUILD LONG-TERM PLANS AND WORRY LESS

KEY NEW CAPABILITY IN 2023 – CLOUD-BASED REMOTE MANAGEABILITY

Remote Employee

1 2

3

Remote IT Support

AMD PRO business ready provides IT decision-makers with long-term consistency to simplify IT planning and 
maximize return on investment. 

Delivering a robust feature set that simplifies modern IT deployment and management of an ever-growing 
and changing fleet.

IMAGE STABILITY

QUALITY

AVAILABILITY

RELIABILITY

18 months of planned software 
stability brings peace of mind

Enhanced platform validation process 
to ensure enterprise-grade quality

24 months of planned availability for a 
stable enterprise

Continuous validation to ensure long-
term stability and quality
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Contact your Connection Account Team for more information.
1.800.800.0014    www.connection.com/AMD


